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Créer un systeme de redondance (DHCP Failover)
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Introduction

Dans ce document, vous allez apprendre a mettre en
place un systeme de DHCP Failover (redondance).

1. Prérequis
Dans notre exemple, nous aurons besoin:
- 1 machine avec acces avec a un navigateur

- 2 machines avec pfsense

Tableau du réseau

Serveur AD 172.20.0.10
1°" pfsense 172.20.0.2
(master)
2°Me pfsense 172.20.0.3
(secondaire)
IP Virtuelle 172.20.0.1
Schéma:

2eme
1¢" pfsense fsense
172.20.0.2 P 172.20.0.3

(master) (backup)

IP Virtuelle

Passerelle

172.20.0.1



2. Etapes

Modifiez les IP de vos machines pfsense (pour faire simple : 2 pour le

x#= Llelcome to pfSense 2.6.B8-RELEASE (amd64) on pfSense sex=

HAN (wan) -> end -> v4/DHCP4: 192.168.248.163-24
LAN (lan) -> eml -> vd: 172.28.8.2/24
DMZ (optl) -> emM2 -> wd: 172.28.3.1/24

master

HAN (wlan) -> v4/DHCP4: 192.168.248.165/24
LAN (lan) -> vd: 172.28.8.3-24
DMZ (optl) -> vd: 172.28.3.1-24

Backup

2. Allez dans System > High Availability Sync puis configurer comme ce ci :

System

State Synchreonization Settings (pfsync)

Synchronize states (@) pfsync transfers state insertion, update, and deletion messages between firewalls.
Each firewal| sends these messages out via multicast on a specified interface, using the PFSYNC protocol (IP Protocol 240). It also listens on that
interface for similar messages from other firewalls, and imports them into the local state table.
This setting should be enabled on all members of a failover group.
Clicking “Save" will force a configuration sync if it is enabled! (see Configuration Synchronization Settings below)

Smchne e £ Interface LAN Principale
i Synchronize States is enabled this interface will be used for communication.
It is recommended to set this to an interface other than LAN! A dedicated interface works the best.
An IP must be defined on each machine participating in this failover group.
An IP must be assigned to the interface on any participating sync nodes.

sl Sy o IP Pfsense backup

L Setting this option will force pfsync to synchronize its state table to this IP address. The default is directed multicast.

Configuration Synchronization Settings (XMLRPC Sync)

Synchronizs Configto 1P Interface LAN Principale

Enter the IP address of the firewall to which the selected configuration sections should be synchronized

XMLRPC sync is currently only supported over connections using the same protocol and port as this system - make sure the remote system’s port and
protocol are set accordingly!
Do not use the Synchronize Config to IP and password option on backup cluster members!

Rumete Syvteen

. Enter the webConfigurator username of the system entered above for synchronizing the configuration.
Do not use the Synchronize Config to IP and username option on backup cluster members!

Et tout cocher (DHCP Server etc...)



3. Allez dans Firewall > Virtual IP > add

O Non sécurisé | 172.20.0.3/%

Flisense

WARNING: The ‘admin’ account password is set to the default value. Change the passw

Firewall

Virtual IP Address

Virtual IP addrass Intarface Dascription

4. Configurez votre virtuelle commececi:

Firewall

Edit Virtual IP

@ 1P Alias Ocare ® Proxy ARP

The mask must be the network's subnet mask. it does not specify a CIDR range

Vsl Prassved (S Mdp admin pfsense

Enter the VHID group password. Confirm

VHID Broup
Enter the VHID group that the mach are.

—
Base Skew

The frequency that this machine will advertise. 0 means usually master. Otherwise the lowest combination of both values in the cluster determines the
master.

A description may be entered here for administrative reference {not parsed).

5. Cochez et configurer le failover peer ip sur: DHCP > LAN sur chaque
pfsense (donc sur le master « 172.20.0.3 » et sur le backup «172.20.0.2 »

it

Leave blank to disable. Enter the interface IP address of the other machine. Machines must be using CARP. Interface's advskew determines whether
the DHCPd process is Primary or Secondary. Ensure one machine’s advskew < 20 (and the other is = 20).




6. c’est terminé ! Allez dans Status > CARP pour vérifier la configuration.

@ Non sécurisé | 172.20.03
Flisense  syom-

COMMUNITY EDITION

Status /

() Tmigarar Disable BARP| - Enver Persistent CARP Maintenance Mods

CARP Interfaces

CARP Interface

Virtual IP
LAN@1

.0.1/24

on sécurisé | 172.20.02

T rr——,

CARP Interfaces

CARP Intarface

Virtual IP
LAN@1

172.20.0.1/24

Status

O sackur

Status

MASTER



